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1. Identity

A

For general and detailed information about the Product environment and the
instructions for use of the Mobile Launcher software, see the specific documents of
the Product. The knowledge and understanding of these documents is mandatory
for an appropriate and safe use of the Identity Mobile, described in this document.

1.1 Introduction

The Identity module allows users to establish or delete the assignment of one or more
devices to a patient. The Identity module satisfies the need to dispose of devices usually not
associated with a bed and that can be moved around changing their association.

The Identity module establishes a temporary association between patient and devices by
means of barcodes / NFC tags associated to patient / devices.

The barcodes / NFC tags of patients shall contain the PatientCode provided by the
Healthcare Organization.

The barcode / NFC tags of devices shall contain the device label provided by the Healthcare
Organization (read the Server Installation and Operation manual for a detailed description of
the device label configuration).

The definition of the device label and the production of barcodes / NFC tags for
patients and devices is under the responsibility of Healthcare Organization.

Identity does not work when patient anonymization is enabled, i.e. it cannot be used
on patients whose personal data are not available for the current user because in
these conditions a safe patient identification could not be performed.

For the same reason, Identity cannot be used if no user is logged in.

External events triggering user disconnection will also trigger the deselection of the
module

The user shall provide authorization for camera and/or NFC before using the
Identity Mobile app. Specific messages or warnings are provided to focus the user
attention on this topic.

>

Wireless infusion pumps are automatically disconnected from the patient when out
of Wi-Fi coverage or powered off for more than the number of seconds specified in
the configuration option “PatientDeviceAssocTimeout”.

A

It is necessary to associate the wireless infusion pump to the patient every time a
new infusion is started.
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If a patient is discharged and then readmitted, the devices remain associated to
O the previous patient admission. Use the Identity module to associate the devices
to the most recent patient admission.

1.2 Application Start-Up
To launch the Identity module

» Tap the corresponding row on the Mobile Launcher main screen (Fig 1):

cg Identity

No detached devices

Fig 1

1.2.1 Main view

The Identity main view is divided in two tabs that can be selected using the filter in Fig 2 A:

Android 34 ADM W W 3:57PM  Android 34 ADM ' I 11:55 AM
Ide Q <« Identity @
UNASSIGNED (6) ASSIGNED UNASSIGNED ASSI D
@ GEMonitor 4‘ Swift Johnathan -
Serial: 1X3M3342 ID 180367-2342
Label: -
. GEMonitor
GEMonitor Ax i
@ Serial: 1X6M3342 E:L‘:" ;’;‘;‘”4& °
Label: -

GEMonitor
Serial: 1X12M3342
Label: —

GEMonitor
Serial: IX9M3342
Label: -

GEMonitor
@ Serial: 1X18M3342
Label: -

GEMonitor
@ Serial: 1X15M3342
Label: -

ve ¢

Fig 2

The first tab shows the list of unassigned devices (Fig 2 C), while the second one shows the
current status of the assigned devices (Fig 2 D).

At the bottom of the main view there are two icons (° and O ). Tapping on the first one (Fig
2 E) the process to establish the association between patient and device will be started;

tapping on the second one (Fig 2 F) the process to delete the association between patient
and device will be started.
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1.2.2 List of unassigned device

In Fig 2 C, each item in the list is related to an unassigned device. In Fig 3 an unassighed
device is considered.

@ GEMonitor

Fig 3

An icon represents the device type: if it is known, these symbols are the same ones used in
the Smart Central module for the device connected to patient. It is also shown the device
name (Fig 3 A), the serial number and the label (if available - Fig 3 B). The label is the device
code used to identify the device.

1.2.3 List of assigned device

In Fig 2 D, each item in the list is related to a patient. In Fig 4 is considered a patient to which
is associated an assigned device.

10 wift Johnathan -
b (B _»80367-2342
GEMonitor

@N— Serial: IX33342 (2

Label: 123

Fig 4

In Fig 4 the patient name (Fig 4 A) and the patient identification code (Fig 4 B) are displayed.
By clicking on the patient row it is possible to expand the list of all devices associated to the
patient (Fig 4 C). Each associated device has an icon representing its type, name, serial
number and the label.

A ® icon on the right (Fig 4 D) allows the quick disassociation of the device from the patient.
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1.3 Set association workflow

The process establishing the association between patient and devices is detailed as follows:

s wN e

Start of the process from the main screen;
Patient identification (via barcode or NFC tag);
Confirmation of identified patient;

Device identification (via barcode or NFC tag);
Confirmation of identified device.

1.3.1 Start of the process

In the main screen of the Identity module, the user has to click on the 0 icon (Fig 5 A):

< Identity

UNASSIGNED (6)

GEMonitor
Serial: IX3M3342
Label: -

ASSIGNED

GEMonitor
Serial: IX6M3342
Label: -

GEMonitor
Serial: 1X12M3342
Label: -

ADM P W 3:57PM  Android 3 ADM N I 11:55 AM
< Identity
UNASSIGNED ASSIGNED
1 Swift Johnathan -~
1D 180367-2342
GEMonitor
'\N"‘ Serlal: [X33342

GEMonitor
Serial: 1X3M3342
Label: -

GEMonitor
Serial: 1X18M3342
Label: -

GEMonitor
Serfal: [¥15M3342
Label: -

Label: 123

e &

Fig5

The association process is now started: the user has to identify the patient for which the

association is requested.

1.3.2 Identification of the patient

According to the configuration in use, it is possible to identify patients scanning their barcode
or their NFC tag. A message is displayed reminding which kind of barcode / NFC tag is going

to be scanned (if patient or device).

Fig 6 shows the screen view of the barcode scanning for Myco 3 devices; Fig 7 shows the
screen view of the barcode scanning for non Myco 3 devices. No scanning button is present
in the former because the mobile device has a physical button for the purpose. Fig 8 shows
the screen view of the NFC tag scanning.
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Touch the buttons indicated in Fig 6 A, Fig 7 A or Fig 8 A to stop the identification procedure.

iy o N

Scan PATIENT barcode

Scan PATIENT barcode Please put the smartphone close to

m the patient NFC tag

Fig 6 Fig 7 Fig 8
If the patient identification is not possible, a notification is shown to inform the user.

In addition to barcode or NFC tag scanning, the user can perform a textual search for the
patient by touching the icon @ in Fig 6 B, Fig 7 B or Fig 8 B. The following window opens:

Android 34 ADM G W 437 PM
& Search Patient

SEARCH DOMAIN

Name Sumame

Code n

Fig 9

Please refer to Mobile Launcher User Manual (USR ENG Mobile Launcher) for a more detailed
description of patient search.
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1.3.3 Confirmation of patient identification

A screen view is provided for the user showing the patient main data and a photo of the
patient (if available; otherwise, a generic icon is displayed - Fig 10):

e Patient name, birth date, age, sex, identification code (Fig 10 A);

e Patient photo (Fig 10 B).

Android 34 ADM P I 9:29 AM
& Identity - Attach

=

Swift Johnathan

rn 1969-11-20
0y, Male

ID 180367-2342

Confirm patient identity

X v

Fig 10

If patient photo is missing, you can touch the button indicated in Fig 10 C to take a new one.
The new photo can be adapted/trimmed to fit the area. Fig 11 shows the screen of a high
resolution screen device (i.e. not a Myco 2).

ogovd (-B il 7]
< Identity

Fig 11
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By design, any change can be made with one finger. The user can move the lattice area by
touching and dragging the center of the lattice (Fig 11 A). The user can also change the lattice
area size by touching and dragging the bottom right corner (Fig 11 B). Also, the user can rotate
the picture (Fig 11 C) or flip it (Fig 11 D — a menu allows to choose if horizontally or vertically).
After the changes, the user can confirm them by touching the icon in Fig 11 E.

Fig 12 shows three screenshots taken during the same operations performed on Myco 2
devices (i.e. low resolution screens). The only difference is that the user can perform
rotation/flip operations by means of the button in the red circle in Fig 12 F.

o Q0124 © Q01224 ©
& Identity 91'_']_ i ¢« 1@ rotate Identi Flip
6 Flip horizontally

Flip vertically

.

Fig 12

It is possible to delete the patient photo by long touching it.

The user can deny or confirm the suggested patient identification by touching the buttons in
Fig 13 D or Fig 13 E. If the patient identification is denied, then the procedure is deleted. If the
user has updated the patient photo and the patient identification is denied, then the patient
photo update is also denied.

Android 4 ADM WP 2 11:09 AM
<= Identity - Attach

ill Patient 6

Born 1967-11-03
50y, Male
ID6

Fig 13
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After the confirmation of the patient identification, the user shall identify one or more devices
to be associated (or disassociated).

1.3.4 Device identification

The device identification is performed according to the same procedure of the patient
identification (see paragraph 1.3.2). Once the patient identification is confirmed, the following
picture is automatically displayed.

Fig 14 shows the screen view of the barcode scanning for Myco 3 devices; Fig 15 shows the
screen view of the barcode scanning for non Myco 3 devices. No scanning button is present
in the former because the mobile device has a physical button for the purpose. Fig 16 shows
the screen view of the NFC tag scanning.

Touch the buttons indicated in Fig 14 A, Fig 15 A or Fig 16 A to stop the identification
procedure

N

Please put the smartphone close to

Scan DEVICE barcode
Scan DEVICE barcode

the device NFC tag

Fig 14 Fig 15 Fig 16

In addition to barcode or NFC tag scanning, the user can perform a textual search for the
device by touching the icon @ in Fig 14 B, Fig 15 B or Fig 16 B. The following window opens:
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Android 34 DM ' . 10:37 AM
& search Device

Search

Fig 17

If the device identification is not possible (i.e.: device is not found or device associated to
another patient), the procedure is stopped.
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1.3.5 Confirmation of device identification

A screen view is provided for the user, showing the device main data (Fig 18 A) and an image
of the device (if available; otherwise, a generic icon is displayed - Fig 18 B). In Fig 18 C it is
shown the name of the patient with which the association has to be set (or unset; see
paragraph 1.4). If set in the current configuration, the real time data provided by the device
can be displayed on screen (Fig 18 D); if no data are coming from the device an error string is
shown.

In Fig 18 three buttons are present. With the button in Fig 18 E it is possible to deny the device
identification and go back to the device search. With the button in Fig 18 F it is possible to
confirm the device identification and then conclude the association procedure. With the
button in Fig 18 G it is possible to confirm the device identification and go back to identify a
new device.

3TA 4 ADM Y E309:21

< Identity - Attach

© ©

DeviCe

e : GEMonitor
q®= _ Serial
U EEEEL yq23342
@HR ECG 62 bpm
ARTs 115 mm Hg

ARTd 83 mm Hg
ARTm 94 mm Hg

G

Attuch & Attuch &

Cance finish continue

X ~
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1.4 Association procedure for unknown patient

It is possible to associate devices to a patient that has not been admitted yet or that has been
admitted but personal data like hame are still not saved and is therefore unknown to the
healthcare organization systems:

To do that:

» Tap theicon ° indicated in Fig 5 A.

The following screen is displayed (Fig 19, or the one related to NFC tag scan, depending on
configuration).

Scan PATIENT barcode

» Tapthe Q icon indicated in Fig 19 A.

The following screen is displayed (Fig 20)
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Android 34 ADM P I 4:49 PM

\/
& Create Patient

©6

Create
anonymous patient

Q

Location - -

Code

Bed - -

oo

Fig 20
In case the patient is already in bed (i.e. its admission was completed but no name was saved):
» Insert the patient location and bed (Fig 20 A).
In case the patient is not in bed (i.e. its admission is still ongoing):
» Touch the “Create Patient” icon (Fig 20 B).

The following screen is shown.

Android 34

ADM P W 4:49 PM

< Create Patient

(*) Name |

(*) Surname

Sex - A

Birthdate

Code

Location - hd

Bed - A

\ J
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Name and Surname fields are mandatory.

» Insert the requested data, like patient name and surname, sex, birthdate, bed and
location (if available — Fig 21 A);

> Touch the button ¥ (Fig 20 C - Fig 21 C) to acquire the patient barcode (or NFC

scheme), if available. The NHS patient code could be this way retrieved, for example.
A screen like the ones displayed in Fig 6, Fig 7 or Fig 8 will be displayed.

» Tap the @ icon when done (Fig 21 B).

The following screen is displayed, summarizing the inserted patient data (Fig 22).

android 34 ADM 7 E33:32 PM

& Identity - Attach

Patient New

Born
, Male
1D

@ o9

Fig 22

» Tap the & icon to confirm (Fig 22 A).

It is now possible to select a device to be associated to the new patient. The device
association procedure is the same described above (from paragraph 1.3.1 on).

The patient data inserted using the procedure here described is temporary and
A should be reconciled with the actual one. See the Patient Explorer user manual
(USR ENG Patient Explorer) for the Reconciliation procedure.
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1.5 Unset association workflow
The patient-device disassociation process is detailed as follows:

Start of the process from the main screen;

Device identification (via barcode or NFC tag);

Confirmation of device identified,;

Further identification of other devices (repeat steps 2 and 3);
End of process.

s wN e

1.5.1 Start of the process

In the main screen of the Identity module, the user has to click on the 0 icon (Fig 23 A):

ADM P B 3:57PM  Android 3 ADM P I 11:55 AM
< Identity < Identity
UNASSIGNED (6) ASSIGNED UNASSIGNED ASSIGNED

GEMonitor 61 Swift Johnathan -

Serial: 1X3M3342 1D 180367-2342

Label: -

. GEMonitor

GEMonitor ..,N... 3 P

Serial: [X6M3342 Ee;”" f;;‘““

Label: - e

GEMonitor

Serial: 1X12M3342

Label: -

GEMonitor

Serial: 1X9M3342

Label: -

GEMonitor

Serial: IX18M3342

Label: —

GEMonitor

Serial: X15M3342
Label: -

Fig 23

The cancellation of the association is now started: the user has to identify the device for which
the association cancellation is requested.

1.5.2 Device identification

The device identification is described in paragraph 1.3.4.
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1.5.3 Confirmation of device identification

The procedure to confirm the device identification is the same described in paragraph 1.3.5.
The button labels are slightly different (Fig 24):

3ITA 4 ADM N E=09:22

< Identity - Detach

7~
@ Johanna De Vries W

Device

GEMonitor
Serial
X123342
@ HR ECG 62 bpm
ARTs 121 mm Hg
ARTd 77 mm Hg
ARTm 92 mm Hg

Detech & Det.ch &

e finish continue

X
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1.6 Annex — Examples of user procedures

1.6.1 Application selection

To select the Identity application:
» Tap the corresponding row on the Mobile Launcher screen (Fig 1 A).

The Identity screen opens (Fig 2). The screen lists the unassigned devices. Each tile
corresponds to a device.

1.6.2 Device - Patient association procedure

To associate a device to a patient

1. Tapthe 0 icon (Fig 2 B). A screen making it possible to identify the patient is displayed
(Fig 3). Patient identification can be performed via:
- Patient barcode scan.
- Patient NFC tag scan (analogous screen, slightly different).

- Textual search. To perform the textual search tap the @ icon.
See section “Textual Search - Patient” for further instructions.
2. ldentify the patient. A screen summarizing the patient data is displayed (Fig 4).

3. Tap the @ icon to confirm patient data (Fig 4 C). A screen making it possible to select
the device is displayed (Fig 5).

Device identification can be performed via:
- Device barcode scan.
- Device NFC tag scan (analogous screen, slightly different).

- Textual search. To perform the textual search tap the 0 icon. See section
“Textual Search - Device” for further instructions.
4. |dentify the Device. A screen summarizing the device data is displayed (Fig 6).

5. Tapthe 0 icon (Fig 6 D) to confirm the association and complete the procedure.
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A Android 4 ADM WP E312:27 PM

=  DIGISTAT Mobile 8 Q

SmartCentral Mobile
2 Alarms on 2 beds

Vitals
40 datasets from 5 patients

Voice Notes
No new messages

Identity
5 detached devices

Digistat Mobile
Install APK

Fig 1

Android 34 ADM P . 9:29 AM
< Identity - Attach

Swift Johnathan
Born 1969-11-20

50y, Male

1D 180367-2342

Confirm patient identity

Fig 4

USR ENG |dentity Mobile

Android 34 ADM ' B 3:57 PM
< Identity
UNASSIGNED (6) ASSIGNED

GEMonitor
Serial: [X3M3242
Label: -

GEMonitor
Serial; [X6M3342
Label: -

GEMonitor
Serial: 1X12M3342
Label: -

GEMonitor Scan PATIENT barcode
Serial; IX9M3342

Label: - m

GEMonitor
Serial: 1X18M3342
Label: ~

666666

GEMonitor
Serial: 1X15M3342
Label: -

Fig 2

3ITA 4 ADM N E209:21

&« Identity - Attach

1
Device
GEMonitor
Serial

iy
HR ECG 62 bpm
Scan DEVICE barcode
ARTs 115 mm Hg
(O] ARTd 83 mm Hg
ARTm 94 mm Hg

At Attach &
Q continue

»
Fig 6
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1.6.3 Disassociation procedure

To disassociate a patient and a device:

1 Tap the “Assigned” tab on the application start screen (Fig 7 A).

2 Tapthe 0 icon (Fig 7 B). The device identification screen (Fig 8) is displayed.
3 Identify the Device. The device confirmation screen is displayed (Fig 9).

4 Tapthe 9 icon to confirm the disassociation (Fig 9 C).

1.6.4 Association procedure for unknown patient

It is possible to associate devices to a patient that has not been admitted yet or whose
personal data are not available. To do that, on the patient selection screen:

1 Tapthe 9 icon (Fig 10 A). The screen shown in Fig 11 is displayed.
Two cases are possible:
First Case - If the patient is already in bed (i.e. their admission was completed but their
personal data are not available):
2 Insert the patient location and bed (Fig 11 B).
3 Tapthe ° icon to confirm (Fig 11 C).
Second Case - If the patient has not been admitted:
2 Tap the “Create Patient” icon (Fig 11 D). The screen shown in Fig 12 is displayed.
3 Enter patient data (Fig 12 E). Name and Surname are mandatory fields.

4 Tapthe @ icon to confirm (Fig 12 F).

According to the Product configuration, it is possible that patient data inserted using
the procedure here described is temporary. Therefore, temporary data shall be

A reconciled with the actual one as soon as possible. The reconcilation procedure
changes according to the configuration in use. Refer to the system administrators
for more instructions.
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Android 34 ADM N I 11:55 AM
€« Identity
UNASSIGNED SSIGNED
t Swift Johnathan -
1D 1803672342
GEMonitor
'N- Serial: 1X33342 °
Label: 123

Scan DEVICE barcode

3ITA 4 ADM Y E200:22

& Identity - Detach

1 Johanna De Vries

Device
GEMonitor
Serial
X123342
HR ECG 62 bpm
ARTs 121 mm Hg
ARTd 77 mm Hg
ARTm 92 mm Hg

Detach &
continue

e

Scan PATIENT barcode

Android 34

€ Create Patient

’gmm\ on
Bed

Create
anonymous patient

Fig 11

Android 34 ADM P I 9:21 AM
< CreatePatient [
(*) Name I

(*) Surname

Birthdate

Location -

Bed - v

Fig 12
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1.6.5 Textual search: Patient

If neither barcode nor NFC functionalities are available for a patient, it is possible to use a
textual search tool to select the patient. To access this tool:

1 Tapthe @ icon on the patient selection screen (Fig 13 A). The screen shown in Fig 14
is displayed.

Insert the patient data in the search fields (Fig 14 B).
Tap the ﬂ icon (Fig 14 C).
The list of results is displayed (Fig 15).

A W N

5 Tap the row corresponding to the wanted patient to select it (Fig 15 D).
Confirmation is required. The screen shown in Fig 16 is displayed.

6 Tapthe & icon to confirm (E).

Android 34 ADM G w437 PM

& Search Patient

SEARCH DOMAIN

m e Sumname
Code @

Scan PATIENT barcode

Fig 14

Fig 13
Android 34 ADM 7 E29:53 AM

< Identity - Attach

€ Search Patient

SEARCH DOMAIN

doe |ohn|

= E

Doe JD John
® > A4 e Doe John
D 34526 Born 1954-01-01

66 y, Male
1D 34526

Confirm patient identity

Fig 15 X (ES%
Fig 16
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1.6.6 Textual search: Device

If neither barcode nor NFC functionalities are available for a device, it is possible to use a
textual search tool to select the device. To access this tool:

1 Tapthe @ icon on the device selection screen (Fig 17 A). The screen shown in Fig 18
is displayed.

Insert the device data in the search field (Fig 18 B).
Tap the ﬂ icon (Fig 18 C).
The list of results is displayed (Fig 19).

o b~ W N

Tap the row corresponding to the wanted device to select it (Fig 19 D). Confirmation is
required. The screen shown in Fig 20 is displayed.

6 Tapthe & icon to confirm (Fig 20 E).

Android 34 ADM 7 3 3:10 PM
€ Search Device

Scan DEVICE barcode

Fig 17 Fig 18
&« Search Device <« Identity - Attach

4  Doe John
Device

Alaris neXus PK

Alaris neXus CC
Seriel: IP2M12701

Serial
Label: -

1P2ZM12605

Iy Alaris neXus PK
’ Serial: IP2M12402
Label: -
VolumeRate 44 mL/
Alaris neXus PK
’ Serial: IP2M12404 PumpTimeRemain 00:01:11 ru/l

Label; -

Alaris neXus PK
Serial: IP2M13303
Label: ~

Alaris neXus PK
Serial: IP2M12605
Label: -

ey (E 24 ~
Fig 19 Fig 20
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